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Data-Based Resilience Enhancement Strategies
for Electric-Gas Systems Against Sequential
Extreme Weather Events

Rong-Peng Liu
Chaoyi Peng

Abstract—Some extreme weather events, such as the hurri-
cane, pass through an area sequentially and thus are called
sequential extreme weather events (SEWEs). This paper pro-
poses a data-based robust optimization (RO) model to enhance
the resilience of the integrated electricity and gas system (IEGS)
against SEWEs. Specifically, the SEWE strikes the IEGS sequen-
tially. After each attack, the system state is adjusted immediately
to minimize the maximized expected system cost caused by the
SEWE. The attack-defense procedures are repeated alternatively
during the SEWE. Preventive measures, hardening, are made in
advance to reduce the impact of sequential attacks. The entire
process is formulated as a multi-period RO model. It is proved
that the most effective resilience enhancement strategies for this
model are the same as those for a two-stage RO model, which
can be solved by the nested column-and-constraint generation
(C&CQG) algorithm. In addition, the property of SEWEs, sequen-
tially endangering limited regions of the IEGS, is incorporated
to build a data-based uncertainty set and reduce its conservative-
ness. Simulation results on two IEGSs validate the effectiveness
of the proposed model.

Index Terms—Integrated electricity and gas systems, mixed-
integer programming, resilience, robust optimization.
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NOMENCLATURE

Set of loads in power/gas network.

Set of traditional (coal-fired)/gas-fired units.
Set of power transmission lines/gas pas-
sive pipelines/gas compressors (gas active
pipelines).

Set of nodes in power/gas network.

Set of gas storage facilities.

Set of time steps during the wunfolding
processes, i.e., {1,...,T}.

Set of regions at time .

Set of gas wells.

Set of integers from 1 to M, i.e., {1, 2,..., M}.

Budget of preventive measures.

Cost of load shedding in power/gas network.
Cost function of traditional unit.

Cost of gas well output.

Ramp down/up limit of gas-fired unit.
Output limits of gas-fired unit.

Limits of pressure square in gas network.
Input/output limit of gas storage facility.
Volume of gas storage facility.

Output limit of gas well.

The number of segments in gas passive
pipeline.

Load in power/gas network.

Ramp down/up limit of traditional unit.
Output limits of traditional unit.
Transmission limit of power transmission
line/gas passive pipeline/gas compressor.
Weymouth equation constant.

Reactance of power transmission line.

Gas compressor constant.

Limit of phase angle in power network.

Binary variable, 1 represents the corresponding
power transmission line/gas well is protected,
and O otherwise.
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Vi Binary variable, 1 represents the power trans-
mission line /gas well is attacked at time ¢, and
0 otherwise.

8in.s/8l., Input/output of gas storage facility at time .

g Gas stored in gas storage facility at time 7.

g, Output of gas well at time ¢.

ph/g, Load shedding in power/gas network at time ¢.

Py/8% Output of traditional/gas-fired unit at time 7.

pi/g/g..  Power/gas/gas flow through power transmis-
sion line/gas passive pipeline/gas compressor at
time .

P Probability of region r; being attacked at time ¢
conditioning that region r;_1 has been attacked
at time 7 — 1.

utg Binary variable, 1 represents the generator is
running at time ¢, and O otherwise.

0!/} Phase angle/pressure square at time ¢.

I. INTRODUCTION

OMPARED with traditional power generation technol-

ogy, the gas-fired generation receives more attention
for its superior characteristics, such as low pollution, fast
response, and high efficiency. Moreover, the breakthrough
in natural gas extraction techniques stimulated the drop in
gas prices and prospered its development [1]. Now, natural
gas has become one of the dominant energy resources to
generate power in some countries, e.g., the U.S. [2] and
the U.K. [3]. However, the integrated electricity and gas
system (IEGS) faces more security and reliability related
challenges [4]-[9] due to complex coupling relations [10] and
attracts many researchers. Reference [4] proposes a security-
constrained optimal power and gas flow model to conduct
security analysis. A security-constrained expansion planning
model is proposed for the IEGS in [5] to check N — 1 contin-
gencies. Reference [6] characterizes the robust security region
for the IEGS and guarantees the security of the operation
strategy. Reference [7] presents a reliability-based economic
expansion planning model for energy hubs. In [8], a robust
economic expansion planning model for the IEGS is proposed
to minimize the sum of the investment and operation cost.
Meanwhile, its optimal solution also satisfies both N — 1 and
probabilistic reliability criteria. Reference [9] proposes a uni-
versal generating function technique-based multi-state model
to evaluate the reliability of the IEGS.

In addition, the number of extreme weather events is
increasing due to global warming [11], which even exacer-
bates the above challenges. For example, Hurricane Sandy,
one of the most devastating natural disasters, led to the out-
ages of power transmission lines and influenced more than
8 million people in America [12]. According to [10], a tor-
nado resulted in the loss of load in an Australian IEGS in
2016. Deliberate human attacks are another kind of threat to
the IEGS [13]. Resilience enhancement strategies are effective
in reducing the impact of these extreme events. The resilience
of a system refers to its capability to mitigate the duration
and/or the magnitude of high-impact low-frequency extreme
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events [14]. Different resilience enhancement strategies are
implemented [15]-[30] according to the stages of extreme
events.

Before extreme events, preventive measures are effec-
tive. Specifically, stochastic programming and robust
optimization (RO) based IEGS expansion planning methods
are introduced in [15] and [16], respectively, to enhance the
resilience of the IEGS. System expansion usually aims at long-
term profits and is time-consuming (from months to years).
In addition, the component hardening is quite effective in
constructing resilient IEGS against extreme events [17], [18].
Generally, hardening is faster than expansion (several days).
Proactive scheduling [19] is also included in this time
scale. Other preventive measures, e.g., mobile emergency
generators [20] and unit commitment [21], [22], are proposed
to address extreme events (from minutes to hours).

After extreme events, system restoration has a high prior-
ity. New restoration strategies are indispensable, as outages
caused by extreme events have some new features [23], e.g.,
prolonged outage duration and extended outage scale. A graph
theory-based restoration method is proposed to speed up the
process of system recovery in [24]. Reference [25] restores the
critical loads by dividing the distribution system into multiple
microgrids and powering them with distributed generators.
In [26], a distributed method is implemented to detect faults
and restore critical loads. Reference [27] proposes a repair
crew dispatch method to construct resilient IEGS and thus
reduces the post-event repair duration.

During extreme events (also called the unfolding process),
only a small number of actions can be taken due to the limited
response time. Assuming the track of extreme weather events
is predictable, reference [28] models the unfolding process as
a Markov process, and the optimal power re-dispatch decisions
are obtained by solving a stochastic optimization model. An
RO model is proposed in [29] to enhance system resilience,
provided the track of the natural disaster is stochastic within
a range. Reference [30] introduces a self-healing resilience
system, where the power system is sectionalized into one main
grid and several microgrids to maximize power supply when
some transmission lines are broken. However, the influence
of extreme weather events on the IEGS during the unfolding
process is not considered in the previous work. In fact, the
components that could be destroyed by extreme weather events
in power and gas networks are quite different (see Section II
for details). Moreover, the failure in one network may com-
pletely change the operation state of the other, due to the
complex coupling relations. The resilience of the IEGS during
extreme weather events should be highly regarded.

Some extreme weather events, e.g., hurricanes and torna-
does, pass through an area sequentially and regionally and thus
are called sequential extreme weather events (SEWEs). In this
paper, their unique sequential and regional property is desig-
nated as the Markov property (see Section II-A for details).
We focus on the impact of SEWEs on the IEGS, as they cause
a large volume of power outages among all extreme events.
The strategies, components hardening before SEWEs and
system re-dispatch during SEWESs, are proposed to enhance
the system resilience. The contributions are twofold:
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1) Resilience enhancement strategies for IEGSs before and
during SEWEs. The SEWE strikes the IEGS sequentially.
After each attack, system operators strive to minimize the
maximized expected system cost caused by the SEWE using
system re-dispatch. The attack-defense procedures are imple-
mented alternatively during the SEWE. Preventive measures,
hardening, are made in advance to reduce the impact of
sequential attacks. The entire process is formulated as a multi-
period RO model. It is proved that the most effective resilience
enhancement strategies for this model are the same as those
for a two-stage RO model, which is solved by the nested
column-and-constraint generation (nested C&CG) algorithm.

2) Data-based uncertainty set. According to the historical or
forecast data, the direction, range, and intensity of an SEWE
are estimated. This indicates that the SEWE cannot reach some
regions in the IEGS within a limited period. Thus, the combi-
nations of system components that may suffer from the strike
of the SEWE are reduced, which is equivalent to cutting down
the number of scenarios in the uncertainty set and leads to
a less conservative RO model. Simulation results validate the
effectiveness of the proposed model in enhancing the resilience
of the IEGS. In addition, the data-based uncertainty set also
contributes to the improvement in computational efficiency.

Compared with [29], this work incorporates the natural gas
network. Different from [18], the influence of the SEWE
on the IEGS is investigated. Different from [17] and other
previous work, based on historical or forecast data, we con-
sider the influence of the sequential and regional property, i.e.,
the Markov property, of the SEWE on the IEGS and utilize this
property to reduce the conservativeness of the uncertainty set.

The rest of this paper is organized as follows. Section II
introduces the Markov property of SEWEs and the data-
based method. The proposed RO model is presented in
Section III. Section IV derives the solution method. Simulation
results are displayed in Section V. Section VI concludes
this paper.

II. PROPERTY OF SEWES AND DATA-BASED METHOD

As one of the most common SEWEs [31]-[33], the hurri-
cane is selected as the representative of SEWEs. The influence
of other SEWESs on the IEGS can be analyzed similarly. Firstly,
we make the following assumptions and simplifications.

1) The steady state is considered after each
attack [15]-[18]. The transient state is another
important research topic but beyond the scope of
this paper.

2) Power transmission lines and gas wells suffer from hurri-
cane strikes. It is reasonable as power transmission lines
are in the air, and many gas wells are on the sea with-
out any protection. Other components, e.g., underground
gas pipelines and power units (usually in power plants),
cannot be easily destroyed by a hurricane [22].

3) Components will not be affected by a hurricane if
they are hardened in advance [17], [18], [29]. Practical
hardening measures include: i) building wind barriers
(for gas wells); ii) reducing the span length, building
guy wires, and underground-ing (for power transmission
lines) [17], [18].
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4) Components are attacked at discrete time ¢, ¢t €
[T], followed by re-dispatch decisions. This assump-
tion is valid to simplify the model with promising
accuracy [28], [29].

Meanwhile, some phrases are explained as follows.

1) Hereinafter, “preventive measures” denote the hardening
measures which are taken to protect power transmission
lines and gas wells before the hurricane.

2) “System cost” denotes the sum of the operation cost
arising from: i) the outputs of power generators and gas
wells, and ii) the penalty of the power and gas load
shedding.

3) “Investment cost” denotes the cost arising from preven-
tive measures.

4) “Total cost” denotes the sum of the cost arising from:
i) the system cost, and ii) the investment cost.

A. Sequential and Regional Property of a Hurricane

In this paper, the direction, range, and intensity of a hur-
ricane are leveraged to estimate its track passing through
an IEGS. Different from some extreme events, the hurricane
endangers the entire IEGS sequentially. Since the hurricane
intensity cannot be arbitrarily large, only the regions near the
hurricane center can be reached sequentially. Namely, only
components near the hurricane center may suffer from the
strike sequentially. The sequential and regional property is
called the Markov property. An illustrative example is shown
in Fig. 1.

The system is divided into four regions. Solid lines are
power transmission lines or gas pipelines, and circles are
power buses or gas nodes. Considering the Markov property, it
is assumed that the hurricane only influences the neighboring
regions as well as the same region at the next time step. For
example, if line 1 in Region 1 is destroyed at ¢t = 1, lines 2
and 3 in Regions 1 and 2 may suffer from the hurricane strike
at t = 2. However, line 4 in Region 3 will not be affected.
Region 1 is called the same region, and Region 2 is called the
neighboring region. According to this property, the data-based
uncertainty set is constructed (see Section III-C for details). It
is easy to figure out that the direction and the range of a hur-
ricane and the region partition of an IEGS are significant for
the proposed uncertainty set and heavily rely on data. Thanks
to an extreme volume of historical data about the hurricane
and the improvement of forecast technique [31]-[33], data-
based methods, introduced in the next subsection, are quite
applicable.

B. Data-Based Method

To obtain the direction and range of a hurricane and the
region partition of an IEGS, this subsection introduces two
types of data-based methods for different purposes.

Based on the historical hurricane data (direction, inten-
sity, etc.) on a hurricane-prone area, the preventive hardening,
which can be implemented at any time, is taken to protect
critical components in the local IEGS against future hurri-
canes. According to [31], from 1851 to 2018, Florida (120),
Texas (64), North Carolina (56), and Louisiana (54) are the
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/ Scenario 1 / Scenario 2 /(Israc)r(x)'«;;ii%é) / /
Ia

ﬁ |——=— Range of a hurricane ————— |

Track and direction of a hurricane

Fig. 1. Explanation of the Markov property.

top four hurricane-prone states in the U.S., and major hur-
ricanes mostly appeared in Florida (34), Texas (19), and
Louisiana (17), i.e., the Gulf Coast of the U.S. Thus, histori-
cal hurricane data on the Gulf Coast (from 1851 to 2018) is
analyzed and utilized to help to obtain an estimated hurricane
model. Details are as follows.

1) Overall direction. According to [31], the most common
hurricane direction of a state is obtained and is utilized
as the overall direction. For example, in Texas, nearly
all hurricanes are southwesterly, and the southerly hur-
ricanes overwhelm the others in Louisiana. Note that
local direction changes are allowed, provided the overall
direction keeps unchanged, e.g., Scenario 2 in Fig. 1.

2) Range of a hurricane. In order to obtain the most critical
components in the IEGS, the range of the hurricane is
assumed to incorporate the entire IEGS. Besides, accord-
ing to [31], landing locations of historical hurricanes are
dispersive. Given the overall hurricane direction, it is
assumed the hurricane can land at any location of the
IEGS in the beginning. For example, in Fig. 1, any one
of the regions (Region 1 to Region 4) in the begin-
ning (+ = 1) may suffer from the hurricane strike. It
is the range and unfixed landing location that ensure the
optimality of the critical components obtained by the
proposed model (see Section III for details).

3) Intensity. According to [31], hurricane intensities vary
from states to states (shown in Table I). Category
1 hurricanes are not incorporated, as they cause little
damage to the IEGS. Specifically, in Florida (FL) and
Texas (TX), Categories 2 to 4 hurricanes are considered.
Louisiana (LA), Mississippi (MS), and Alabama (AL)
need to protect local IEGSs from Category 2 and 3 hur-
ricane strikes. Based on the number of appearances, the
weighted mean of the dominating hurricane Categories
is leveraged to implement the region partition. For
example, the hurricane intensity utilized for the region
partition in LA is 181 km/h. According to the inten-
sity and the range of a hurricane, the region partition
is obtained. For example, if the range of an IEGS is
720 km and the hurricane intensity is 180 km per unit
time, this IEGS is divided into four regions (see Fig. 1).

In addition, based on hurricane track and intensity forecast

data, the emergency hardening is taken to protect the critical
components in the local IEGS against a specific upcoming

IEEE TRANSACTIONS ON SMART GRID, VOL. 11, NO. 6, NOVEMBER 2020

TABLE I
HURRICANE CATEGORIES OF GULF STATES

Category Intensity (km/h) FL TX LA MS AL

2 154-177 36 16 14 6 5

3 178-208 24 12 14 7 5

4 209-251 11 7 2 0 0

5 >251 2 0 1 1 0
TABLE I

FORECAST ERROR

Forecast 12 24 36 48 72 96 120

horizon (h)

Track error

(km) 37.5 56 73.1 99.0 164.2 238.2 307.9
Intensity g1 144 170 189 234 237 226
error (km/h)

[ [ [ [ [ [

ﬁ . Region 1 | Region 2 ) Regjon 3 ' Regi0n4l Region 5 .
|<—Track error ———»-| «——Track error—>|
Hurricane direction Forecasted track

Fig. 2. Range of a hurricane.

hurricane and should be finished before its arrival. According
to the state-of-the-art hurricane forecast technique [31], the
average hurricane track and intensity forecast errors in 2018,
presented in Table II, are utilized to help to obtain an estimated
hurricane model. Details are as follows.

1) Overall direction. Due to the promising accuracy [31],
the forecasted direction of an upcoming hurricane is
directly used.

2) Range of a hurricane. Existing forecast methods cannot
provide an accurate hurricane track [31]-[33]. Instead,
we resort to a rational range of the hurricane track.
According to the hurricane track forecast error (shown
in Table II) and the forecasted track, the range of the
hurricane track is estimated. An example is shown in
Fig. 2.

3) Intensity. According to the definition of a hurricane, its
intensity is larger than or equal to 119 km/h. Compared
with the forecasted hurricane intensity and the track
error, the intensity error is small. Thus, the forecasted
hurricane intensity can be directly used for the region
partition.

III. PROBLEM FORMULATION
A. Objective Function

The hurricane strikes the component in one of the regions at
time ¢, t € [T], followed by system re-dispatch after each attack
immediately to minimize the maximized expected system cost
caused by the hurricane under operation constraints. Preventive
measures, hardening, are made in advance to protect critical
components and reduce the expected system cost. The entire
process is formulated as the tri-level optimization problem (1).

T
ZE[c(a,)l) G

t=1

min

Vi .
€,p,a) — min4{ max
¢T( ap’ ) ae.A(e,p)

ecf | peA
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The upper level variable e consists of preventive measures
e; and e,. p 1is the middle level random variable and is
composed of ptrmil. Since we do not know the distribution
of p, only two constraints are inferred: i) 0 < pimil <1
and i) 17 -pl | = L p} = colp|, .....Pk )
and R; is the number of regions at time t. For example,
there are 4 partitioned regions at + = 2 in Fig. 1, so
Ry = 4. a, a = col(ay, ..., ar), represents variables in the
lower level. £, A, and A are feasible regions. c(a,), c(a;) =
> e Cp)+ 23, Cugit 24 Cap - Py+2_4 Cag-8y» is the cost
at time t. Cp(+) is a positive semi-definite quadratic function
and is linearized by piecewise linear methods [34]. Solving
problem (1) directly is computationally intractable due to the
nonconvex objective function, even if its feasible region is
convex. Instead, we consider the problem (2).

T
or(efa) = ﬂ?{?ﬁ‘ Lerﬁi(lg’ﬂ (Z c(m)) } } )

=1

f consists of f/ and f}. F is a set and consists of a finite
number of f. We have the following theorem.

Theorem 1: problems (1) and (2) have the same optimum,
and the optimal solution for problem (1) could be obtained by
solving the problem (2).

Proof: The compact forms of problems (1) and (2) without
the upper level are presented by (3) and (4 ), respectively.

max ¢! - p* (3a)
P
Ry
s.t. Zplm =L t1elllrn€ [Ri—1] (3b)

0 5p£,,r,_, <LtelT], rn_1 € [Rt—l], 1 € [Ry]

(3¢)

max ¢l -v (4a)
v

st. 1T.v=1 (4b)

0<v<li (4¢)

¢, ¢ = col(cy,...,cxg) > 0, is the coefficient vector, and
K denotes the number of different combinations of attacks in
the middle level. ¢;, i € [K], represent the minimized system
cost under different combinations of attacks and are obtained
by solving the lower lever problems. p* = col(p], ..., pk)
where each p} refers to the probability of occurrence of the
i-th combinatory of attack, i.e., p} = ]_[thl ptr,,rH'

Introduce variable v = col(vy, ..., vg), and establish one-
to-one correspondence between v and p*, v = p*. Obviously,
objective functions (3a) and (4a) are equivalent. By (3b) and
the definition of p*, constraint (4b) holds. We cannot obtain
(3b) for all ¢ € [T], rs—1 € [R;—1] from (4b). Thus, constraint
(4b) is the relaxation of (3b). By (3c) and the definition of p*,
constraint (4c) holds. Similarly, we cannot obtain (3c) from
(4¢). Thus, constraint (4¢) is the relaxation of (3c).

Problem (4) is a linear programming (LP) problem. There
must exist a vertex in its feasible region which is optimal for
this problem. Denote one of the maximum elements in vector
€ as Cypy, 1.€., the opt-th element in vector ¢, opt € [K]. By
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solving (4), we obtain an optimal solution, col(0, ..., 0, 1, O,
..., 0), from one of the vertices in its feasible region, where
1 is the value of v, whose coefficient is Cgp.

According to the optimal solution for (4), every p) _
which v, consists of equals 1. The rest p;, . | either equal
0 or have no influence on the value of the objective func-
tion and can be set to any values satisfying the constraints.
Thus, the optimal solution for (3) is obtained from that for (4).
Moreover, the upper level of problems (1) and (2) is the same.
Thus, Theorem 1 holds. This completes the proof. |

Compared with the model (1), the tri-level model (2), also
known as the two-stage RO model, is easier to be solved.
Please refer to the following contents for details.

B. Lower-Level Constraints

Power network constraints in the lower level are:

u;Pg’if‘ <P, SuPy™.geGlreT (5)
U, Gy™ < gy <u, Gy, g€ G, 1eT (6)
t+1 t t t+1 Y pmax t t+1\pu
Pg —pg§(2—ug—ug )Pg +(1+ug—ug )Pg
(7
3 t+1 ! 1+1 max ! t+1 d
Pg — Py 5(2—ug—ug )Pg +(1—ug—|—ug )Pg
(®)
t+1 t t t+1 max t t+1 u
8 —gg§(2—ug—ug )Gg + (1 +u, —u," )G,

g(tg _g;+1 < (2_ u; _ul+])Gg1aX +

8 8 8 8
(10
ut <l g e g7 J G5 1 e T\(T) (11)
0/ <6/, ie NP teT (12)
lpi| <PleLl,teT (13)
0<pl, <Ps,deD'.teT (14)
xiph = (1—f] + eff}) (9;@ - %), lelteT (15
t t t t
D Pair T Do ST 2 Phio — 2 Pha
gpeGr 8:€G8 LeLlr Lelr
= Z Pd(i)_ Zpﬁl(i),ieNp,teT. (16)
deDr deDr

Constraints (5) and (6) represent the output capacities
of traditional and gas-fired units, respectively, and con-
straints (7)-(10) restrict their ramping capabilities for any
g €GP /G8 and t € T\{T}. Constraint (11) declares that all
units cannot be re-started up afterward if they are shut down at
time ¢, due to the limited response time during the hurricane.
Constraints (12)-(14) state the boundaries of the phase angle,
thermal limit of the power transmission line, and the maxi-
mum value of power load shedding, respectively. Equation (15)
is the DC power flow constraint with preventive measures e;
and attacks f[ at time t, where i(/) and j(/) denote the power
transmission line / connecting to nodes i and j, respectively.
Equation (16) is the nodal power balance constraint, where
gp(D), g¢(), [1(0), 1r(i), and d(i) represent traditional and gas-
fired units, the inflow and outflow of a power transmission
line, and the load connecting to node i, respectively.
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Gas network constraints in the lower level are:

0<g, <(1—fy+ef)Gi* weW,reT (17)
OSg{mSSGiS“,seS,teT (18)
OSgéut,st?mvSGS,leT (19)

0<g =gl +gl, — &hus <G 58, 1€ T\{T}

(20)

GMM <l <GMX je N8, 1eT (21)

0<g,<GydeDs1eT (22)

Ty < ATy, c €C8, 1€ T (23)

0<g <Gq,ceC8teT (24)

2

(1) - sen (”it(l)’ ’Tjtm) =W (’T i~ ’Tjta)) (253)
1 =nl,>n!

sgn(n;(,), n;(,)) = {_1 n’{ﬁ - ”J-’EZ . leLfteT (25b)
i J

Dogat D 8o Do 8ha T D 8hn — D 8hn

weWw LeLls hLels c1eC8 ceC8
t t
=2 Gaiy— D Sin T D &husr — D Sbutnsty
deDs deDs seS seS
+ D Ve ghapicNEteT, (26)
84€G8

Constraint (17) restricts the output capacity of the
gas well with preventive measures ¢; and attacks f].
Constraints (18)-(20) state the maximum input rate, maxi-
mum output rate, and the capacity of the gas storage facility,
respectively. Constraint (20) also declares the amount of gas
remained in the storage facility. Constraints (21) and (22)
denote the ranges of the nodal pressure square and the gas load
shedding, respectively. The relation between nodal pressure
squares of a compressor, i.e., a gas active pipeline, is denoted
by a simplified model (23) [4]-[6], [8], [9], [17], [18], where
Jj(c) and i(c) are its inflow and outflow nodes, respectively. The
gas flow in the compressor is restricted by (24). Equation (25),
called Weymouth equation, is utilized to depict the relation-
ship between the gas flow and nodal pressure squares in a gas
passive pipeline. Derived from the transient-state momentum
equation [34], the steady-state Weymouth equation has been
widely employed to model the long-distance high-pressure gas
passive pipeline [4]-[6], [8]-[10], [17]-[19]. Equation (26) is
the nodal gas balance constraint, where w(i), I1(i), l>(i), c1(i),
c2(?), d(i), s(i), and g4(i) denote gas well, inflow and out-
flow of gas passive pipeline, inflow and outflow of compressor,
gas load, gas storage facility, and gas-fired unit connecting to
node i, respectively. y,, g € G5, is the gas-electricity conver-
sion ratio and converts the output of the gas-fired generator
into its gas consumption. In the gas network, the gas-fired
generator is regarded as the gas load and is the only kind of
coupling components interconnecting power and gas networks.
This coupling relation is reflected by the last term in (26).

The nonconvexity in equation (25) makes the proposed
model computationally intractable. Several piecewise lin-
ear methods are employed and compared to address this
problem [34]. Test results reveal that the incremental piece-
wise linear method outperforms the others with promising
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accuracy and is adopted in this paper. For any / € £, and
t € T, equation (25) is replaced by equation (27).

o(g)) ~ ¢(A] )+ D (B(A] 1) — #(AL))0f,,  (2T7a)

me[M]
=20+ D (Al = ALw)oL, (27b)
me[M]
Ot S8 S 0] meM—1] (27¢)
Ofalt,m <1,me [M], (27d)

where A;’m are piecewise segments and are constants. crlf ., and
Sf’m are auxiliary continuous and binary variables, respectively.
¢(-) is a function which maps the gj/Aj, into the nonlinear
term of (25a). We have A := {a] (25)-(24) and (26)-(27)}.

C. Middle-Level Constraints

In the middle level, the uncertainty set is constructed by
combining the data-based method (see Section II-B) with the
Markov property of the hurricane (see Section II-A). Firstly,
according to the historical or forecast data, the direction, range,
and intensity of a hurricane are estimated, and the region par-
tition of an IEGS is obtained. Then, according to the above
information, the Markov property of a hurricane is utilized to
construct the data-based uncertainty set, in which the following
rules are respected: i) there is one and only one region being
attacked at each time ¢ ii) if the attacked region includes more
than one component, all of them are regarded as a whole and
will be attacked simultaneously; iii) only neighboring regions
and the same regions may be attacked sequentially. In the data-
based uncertainty set, the rules i)-iii) are denoted by (28)-(30),
respectively.

S H(FE)=1teT (28)
ield!

0,....,0T W(F)=0 .
ﬁ"={§1,...,1§Th§Eﬁ§=1 el ieT (29)

H(FE) < 1= W) e TNTY E €U T ¢ UK,
(30)

F is a set consisting of the binary variables f/ and f;, whose
corresponding power transmission line / and the gas well w
belong to region i at z. n} is the total number of elements in F/.
Ri(-) maps the n}-dimension domain {(0, ..., 0T, (1,...,H"
to the one-dimension set {0, 1}. Z/{l-t’ ‘X,ll consists of all neighbor-
ing regions and the same region of region i at t+ 1. Although
having a complex form, in fact, constraints (28)-(30) are affine
functions of f/ and f},. In addition, f/ and f;, need to satisfy

ff=0telt—11{L1 € HL (31a)
ff =f[, teT\[t],{l,t} e HL (31b)
fr=0,telt—1], (w1} € Hw (3lc)
fi=fi.teT\[1, {w, 1} € Hw. (31d)

‘Hr. and Hyw are the sets consisting of elements {/, t} (I € LP)
and {w, t} (w € W), respectively. Sets {/, ¢t} and {w, ¢} denote
the power transmission line / and the gas well w whose regions
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are at time ¢, respectively. For example, in Fig. 1, Line 3 can
be denoted as {I3, 2}. Overall, the data-based uncertainty set
is denoted by F = {f| (28)—(31)}.

Different from [35], the proposed uncertainty set F consists
of a finite number of scenarios. The conservativeness of an RO
model consisting of a scenario-based uncertainty set could be
reduced effectively by removing redundant scenarios. In the
proposed uncertainty set, the redundant scenarios are excluded
by combining the historical or forecast data with the Markov
property of the hurricane, which leads to a less conservative
RO model. For example, in Fig. 1, Scenario 1 and Scenario
2 are included in the data-based uncertainty set, while Scenario
3, which could not occur due to the Markov property of the
hurricane, is the redundant scenario and thus is excluded from
the proposed uncertainty set.

D. Upper-Level Constraints

In the upper level, system planners harden the critical com-
ponents in advance to prevent them from being destroyed.
Considering the limited budgets, only parts of the components
are protected. This relationship is denoted by

Zel + Zew < Evotal,
l w

{e[(32)}.

(32)
and we have the defense set £, & =

E. Model Extension

The proposed model has the potential to accommodate the
following scenarios by simple extensions.

1) Investment Cost: The investment cost is not considered
in the objective function (2). However, from an economic per-
spective, a balance between the investment cost and the system
cost is significant. The proposed model can be extended to
achieve this goal by replacing (2) with

T
o7 (ef,a) = 2&1;1{2(2 c;e; + Z cweiv>

leLP wew

T
+ ﬁ%{aeﬂi&ﬂ (; c(a») } } (33)

where ¢; and ¢, are the investment cost of preventive measures
for power transmission line / and gas well w, respectively. This
extended model is further investigated in Section V-C.

2) Other Extreme Events: It is assumed that the hurricane
has no influence on power units or gas pipelines. However,
they may not survive from some other extreme events, such
as earthquakes and deliberate human attacks. The proposed
model can be extended to accommodate these extreme events
by replacing (11), (24) and (25a) with

ut <l g e g7 J G5t e T\(T) (34a)
Uy < f’—l—egfg,geg”Ugg teT (34b)
0<g.<(1-fl+ef)Ge,ceC8teT (33)
(¢1)” Sgn( iy jTj[(l)) = Wi(l —f +eff) (ﬂit(l) - jTj[(l))’
lelyteT, (36)
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where f3/eq, fi/ec, and f] /e, are binary variables which denote
if the power unit, compressor, and gas passive pipeline are
attacked at time t/are protected or not, respectively. In addition,

fe» f[ and eg, e., ¢; should be added to the data-based

uncertalnty set F and defense set £, respectively. The bilinear
terms in (36) can be addressed using the Big-M method [18].

3) Multi-Region Attacks: It is assumed that the hurricane
only strikes one region at each time ¢ (+ € 7). Sometimes,
multiple regions near each other may suffer from hurricane
strikes simultaneously. The proposed model can be extended
to incorporate multi-region attacks by replacing (28) and (30)
with

th(]:l?)zF’,teT (37)
e’
R(F) - B(F) =0,teT,ield,i ¢ dit’zg;i (38a)
W () < V= B e TNTY. U UK,
(38b)

where F!, a positive integer, is the number of attacked regions
at t. LI: ]\F,gl is a generalization of the set Z/ll’ Nei. and consists
of the same region i and the nearest 2 - (F’ 1) neighboring
regions (if applicable) of region i at ¢. For example, for t = 2,
F'=2and i =3 in Fig. 1, Uy, = (2.3.4). UL, UL =
(/i) - (Zleutl Ri(F!))}, consists of only one element,
i.e., the region where the center of the hurricane lies.

IV. SOLUTION METHOD

The compact form of the proposed two-stage RO model
(consisting of (2), (5)-(24), and (26)-(32)) is presented by

mein {m?x{r’r(l,izn el x} } (39a)
st. 1T e < Bl (39b)
F f<[17,07]" (39¢)
R(ef) - x+S -z < h(ef), (39d)

where vectors X and z consist of continuous and binary vari-
ables, respectively. ¢ is the coefficient vector. F and S refer
to (constant) coefficient matrices. R(e, f) and h(e, f) are the
coefficient matrix and vector with upper and middle level vari-
ables e and f, respectively. 1 and 0 are all one and all zero
vectors, respectively. Equations (39a)-(39d) are corresponding
to compact forms of the objective function (2), the upper-
level constraints (32), middle-level constraints (28)-(31), and
lower-level constraints (5)-(24) and (26)-(27), respectively.

Some algorithms are used to solve two-stage RO problems,
e.g., Benders decomposition [35] and C&CG [16]. However,
these algorithms suffer from convergence issues if binary vari-
ables exist in the lower level. The nested C&CG algorithm,
whose convergence is proved in [36], is adopted in this paper
to solve the proposed model. Details are as follows.
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Subproblem: Inner C&CG With the Preventive Measures e*

Step 1 Set LB;, = e’ *, UBjy = 400, Kip = 1, z1 = 7z*, &jp. Find
a legal attack scenario f* and solve the lower level problem

min ¢! - x (40a)
X, Z
s.t. R(e*, f*) - x < h(e*, f*) — (40b)
Obtain the solution (x*, z*). Set LB;, = el . x*, 7% = 7*, fg . = f*.
Step 2 Solve the middle level problem with dual variable Xk
max v (41a)
DA WYE
st. 9 < (he*, ) —S-z)T - A k € [Kin] (41b)
R(e*, DT At < ¢ k € [Kin] (41c)
M <0ke[KylF-f<1. (41d)

Obtain the updated f* and the optimum 9*. Set UBj, = 9*.

Step 3 Solve the problem (40) with updated f*. Obtain the solution
(x*, 2%). If LBy, < ¢! - x*, set £ t = f*. Otherwise, fépt remains
unchanged. Set LB;, = max(LBj,, cT - x*).

Step 4 Check if UBj, — LBj, < &j,. If yes, set Opt;, = 0* and return
fopt = f* and Opty, to the Master Problem. Otherwise, set zg, = z*

op
Kin = Kijp + 1, and add new constraints with dual variable xKn

9 < (h(e*,f) —S- z}}m) MKy (42a)
R(e*, DT Ak, <ec g, <0 (42b)
to (41). Then, go to Step 2.

The procedures to solve Master Problem (MP) are as
follows.

Master Problem: Outer C&CG With the Potential Attacks
f*

Step 1 Find legal preventive measures e*.

Solve Subproblem.

Obtain f’okpt and Optj,. Set LBout = —00, UBout = Optyy, £} = fjpt,
Kout =1, eﬁ t — e*, gout.
Step 2 Solve the upper level problem:
min ¢ (43a)
. Xp, Zk
st. ¢ > ¢l xg, k € [Koul (43b)
Ree, f) - x¢ +S -z < h(e, ff), k € [Kou] (430)
1Te < Eoqar. (43d)
Obtain the updated e* and optimum ¢*. Set LBoyt = ¢*, €* €opt = e*
Stop if UBout — LBout = €out- Otherwise, go to Step 3.
Step 3 Solve Subproblem with updated e*. Obtain tﬁpt and Opt;,.

Set UBgyut = min(UBgyt, Optin)'

Step 4 Check if UBout — LBout < €out. If yes, stop and obtain
preventive measures and re-dispatch decisions. Otherwise, set Koyt =
Kout + 1 and fﬁom = f*, and add new constraints with new variables
XK()ut and zKout

>cl. 44
{ > XKy, (44a)
R(e, ) - Xk, +8 - 2k, < h(e, f{) (44b)

to (43). Then, go to Step 2.

The above Sub-Master framework is implemented itera-
tively. Bilinear terms in (41b), (41c), and (43c) are linearized
using the Big-M method [18]. After the linearization, mod-
els (40), (41), and (43) become mixed-integer linear program-
ming (MILP) problems and can be effectively solved by some
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Fig. 3. 6-bus power network and 7-node gas network with the region partition.

commercial solvers, such as Gurobi. Moreover, the conver-
gence of the nested C&CG algorithm is also guaranteed. Note
that the nested C&CG algorithm is valid, providing the lower
level problem is always feasible for any e € £ and f € F [36].

Note that the values of Big-M are vital for the algorithmic
efficiency. Large value enlarges the search space and increases
the computational cost. Small value shrinks the primal feasible
region, and the optimal solution may be missing. The values
of Big-M in (43c) are apparent since the ranges are deter-
mined by the constraints introduced in Section III-B. However,
choosing Big-M values for (41b) and (41c) is tricky, as we
do not know the lower bounds of the dual variables. In this
paper, a novel method proposed in [18] is adopted to decide
Big-M values. The idea is that scaling the objective function
by a positive number does not influence the optimal solution.
Besides, the boundaries of the variables generated by the Big-
M method are relevant to the optimum. Thus, their boundaries
are reduced effectively if the objective function is divided by
a large positive number.

V. CASE STUDIES

The proposed model is tested on two systems, one with
a 6-bus power network and a 7-node gas network, and the other
with a 39-bus power network and a 20-node gas network. Both
simulations are coded in MATLAB R2017a and performed on
a PC with an i5-6500 CPU at 3.2 GHz and 16 GB memory.
Gurobi 7.5.1 is chosen as the solver.

A. 6-Bus Power Network and 7-Node Gas Network

Preventive hardening is implemented in the 6-bus power
network and a 7-node gas network. Historical hurricane
data on Louisiana (listed in Section II-B) are used to obtain
the region partition on this IEGS, which is presented in
Fig. 3. PL, GL, L, GP, and C denote power loads, gas loads,
power transmission lines, gas passive pipelines, and compres-
sors, respectively. G2 and G3 are gas-fired units, and Gj is
the traditional unit. Assuming attacks occur at six discrete
times, i.e., T = 6, and the interval between two consecutive
attacks is 20 minutes. The number of segments M is set to 8.
Convergence thresholds, €j, and gqy, are both 0.1%. Detailed
data of this integrated system are in [18]. Different load levels
are shown in Table III.
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TABLE III
LOAD LEVELS OF 6-BUS POWER NETWORK AND 7-NODE GAS NETWORK

Load Load level Abbreviation
Power (MW)  Gas (Sm*/h) (power, gas)
283 6920 middle, high M-H
256 5360 middle, middle M-M
336 6680 high, high H-H
201 4180 low, low L-L
TABLE IV

INFLUENCE OF DIFFERENT DEFENSE BUDGETS

No. System cost Cost Attacked region Power load Gas load shed

of D (*10*$) (%) =2 =3 =4 =5 shed (MW-h) (*10° Sm?)
0 13.67 100 RI R1 R2 R2 137.3 0.45

1 11.14 80.94 R1 R2 RI RI 126.0 1.49

2 4.11 28.04 R1 R1 R1 R2 36.0 1.49

3 1.72 10.04 R2 R2 R3 R2 0 3.37

4 0.51 0.89 R2 R2 RI Rl 1.2 0

>5 0.39 0 R2 R2 R2 RI 0 0

B. Influence of Defense Budgets

The influence of defense budgets is shown in Table IV. The
load level is set to M-M. No. of D denotes the number of
defense budgets. Cost (%) is calculated by

corresponding cost — operation cost
- 100%,

(45)

t(%) =
cost(%) (cost of D = 0) — operation cost

where the “corresponding cost” is the optimal system cost
under a fixed No. of D, i.e., the optimum of the proposed
model under a fixed No. of D. “Operation cost” is the optimal
system cost without the influence of any events, i.e., the
optimal cost when all components in the IEGS can work nor-
mally. “Cost of D = 0” is the optimal system cost when No.
of D = 0, i.e., the optimum of the proposed model when No.
of D = 0. Region 1 and Region 2 in Fig. 3 are short for R1
and R2, respectively.

As is shown in the table, the system cost drops dramatically
when No. of D increases at first, followed by a gentle decrease
trend. The cost caused by both power and gas load shedding
becomes zero (Cost (%) = 0) when No. of D > 5. Namely,
the hurricane does not cause loss of load, though some com-
ponents are not protected. This phenomenon reveals that there
do exist critical components in a system. In fact, the system
cost is not equal to zero when No. of D > 5, due to the cost
arising from power generators and gas wells.

C. Influence of the Investment Cost

The proposed model (without the investment cost) and the
extended model introduced in Section III-E 1) (with the invest-
ment cost) are compared. Fig. 4 shows the test results. The
semi-logarithmic coordinate system is adopted to capture the
slight decline of the system cost when No. of D becomes
larger. As is shown in Fig. 4 (a), the decreasing trend in the
system cost is similar under all load levels when No. of D
increases. However, a reasonable No. of D (referred to as the
inflection point), i.e., a balance between the investment cost
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Number of preventive measures
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Fig. 4. Influence of defense budgets under different load levels.
TABLE V
PROTECTED COMPONENTS
Load
NoxUlevel M-H M-M H-H L-L
of D
1 Lz Lz Lz L3
2 Ly, L Ls, L GW,, L, L, L
3 GW,,L,,Ls L, Ly, L¢ GW,,L,,Lg GW,, L, L¢
4 GW], GWz, GW], GWz, GW], GWz, GW], GWz,
Ls, Ls Ly, Ls Ls, Le Lo, Le
5 GW], GWz, GW], GWz, GW], GWz, GW], GWz,
Ly, Ly, Lg Ly, Ly, Lg Ly, Ly, Lg Ly, Ly, Lg

and system cost, cannot be easily observed. Differently, the
inflection point is shown clearly in Fig. 4 (b), i.e., No. of
D = 2 for L-L and No. of D=4 for the other load levels.

As a complement to Fig. 4 (a), specific preventive measures
are listed in Table V. Though sharing a similar decreasing
trend under different load levels regarding the system cost, pre-
ventive measures are quite different when No. of D is smaller
than 5. This result indicates that the critical components in
the IEGS are not fixed and are closely related to load lev-
els. Interestingly, the preventive measures, GW1, Lo, and L,
in Fig. 4 (b) when load level is M-M and No. of D = 3 are
different from those in Fig. 4 (a) and result in more load shed-
ding, as hardening GW1, L, and L¢ leads to the lowest total
cost than hardening Ly, L4, and Le. However, due to the influ-
ence of the investment cost, it fails to find out the most critical
components in the IEGS for the hurricane strike scenario.

Compared with the extended model in Section III-E 1), the
proposed model (with the objective (2)): i) provides a flexible
schema for system planners to decide No. of D when facing the
destructive hurricane; ii) always provides optimal preventive
measures against the sequential and regional hurricane strike.
In the following cases, the proposed model (with the objective
(2)) is adopted.

D. Comparison With Other Models

The proposed defense-attack-defense (DAD) model is
compared with the other two models. One is the attack-
defense (AD) model [37]. Compared with the proposed
tri-level DAD model, the bi-level AD model, which has a max-
min structure, does not include the upper level and cannot
provide optimal preventive measures for the IEGS. In order to
make these two models comparable, i) the uncertainty set F
is still adopted in the AD model, i.e., the attacked components
which lead to the largest system cost can be obtained; ii) the
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TABLE VI
COMPARISON BETWEEN DAD MODEL AND AD MODEL
Load Systen} cost Protected L(o&c{)&l;led
0a * I,
o (*10*$) components 10° Sm’)
DAD AD DAD AD DAD AD
GW;, GW,, GW,, L,, 6.6, 82.7,
M-H 1.13 9.83 Ly L Ly L 0 754
GW,, GW,, GW,, L,, 1.2, 69.5,
M-M 051 7.71 L, L Ly L, 0 4.63
GW,, GW,, GW,, L,, 17.2, 112.0,
H-H 231 12.66 Ly L Ly L, 0 763
GW,,GW,, GW,, L,, 0, 72.3,
L-L 034 6.71 L, L Ly, Ls 0 116

attacked components (four components according to Fig. 3) in
the AD model are protected; iii) No. of D is set to 4 in the
DAD model (defensive budgets in both models being identi-
cal). Denote Cpap and Cap as the system cost of DAD and
AD models, respectively, and corresponding preventive mea-
sures are denoted by Dpap and Dap. Theoretically, Dpap
is globally optimal, while Dap is a feasible solution. Thus,
Cpap < Cap always holds. Simulation results are shown in
Table VI. Cap far exceeds Cpap under all load levels (at
least 4.47 times larger). According to the protected compo-
nents in the DAD model, GW; and GW; are critical when
No. of D = 4. According to the region partition in Fig. 3,
the hurricane could strike at most one gas well. Thus, in the
AD model, the other gas well is not protected. This test fully
demonstrates the advantage of the proposed model, which can
obtain optimal preventive measures.

In addition, the importance of the Markov property is
revealed by comparing the DAD model with DAD* model, in
which neither the sequential property nor the regional property
is respected. Denote Cpap and Cpaps as the system cost of
DAD and DAD* models, respectively. It is trivial that Cpap
< Cpaps. Table VII shows the comparison results. No. of D
is set to 1. In the DAD* model, the hurricane can strike arbi-
trary gas wells at f = 2 and power transmission lines at t = 3
within a limited number of attack budgets. We observe that
Cpapsx 1s at least 1.36 times as large as Cpap. Reasons may
arise from: i) sequential property: the outage period of some
power transmission lines is longer than the actual situation,
e.g., Lg should be destroyed at t+ = 5 rather than t = 3; and
ii) regional property: there exists more than one region being
attacked at the same time, such as GW| and GW,. Actually,
this scenario never occurs since these two gas wells are far
away from each other. According to the preceding analysis,
the conservativeness of the proposed model is greatly reduced
by adopting the data-based uncertainty set.

E. 39-Bus Power Network and 20-Node Gas Network

Emergency hardening is implemented in the 39-bus power
network and a 20-node gas network. Actual data of hurri-
cane Katrina from its landfall (at Louisiana) to Meridian,
Mississippi, are utilized as forecast data and listed in
Table VIII. According to the emergency hardening method,
the region partition of this IEGS is obtained (presented in
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TABLE VII
COMPARISON BETWEEN DAD MODEL AND DAD* MODEL

System cost Attacked L{)&w.}iled
Load (*10° $) components %103 Q3
level 10" Sm)
DAD DAD’ DAD DAD" DAD DAD®
GWi, Ly, GW,, GW,, 153.0, 191.9,
M-H 139 2.02 Ls, Le Ls, Lg 270 11.53
GW,, L, Ls, Ls, 126.0, 204.8,
M-M 1.11 1.81 Ls, Le L, L, 1.49 0
GWi, Ly, GW,, GW,, 206.0, 246.5,
H-H 183 248 Lol Lo L 230 1113
GW,, L, Ls, Ls, 80.7, 160.8,
L-L 073 141 Lol Lo L, 116 0

ﬁ Region 1 Region 2 Region 3 Region 4
Hurricane direction @ Generator bus @ Gas well node T Load

Fig. 5. 39-bus power network and 20-node gas network with region partition.

TABLE VIII
DATA OF HURRICANE KATRINA

Duration as . _ .. .. Forecast
Name Landfall Category Category 3 Direction Intensity horizon
Katrina Louisiana 3 240 km S 190 km/h 48 h

Fig. 5). GS and C represent gas storage facility and compres-
sor, respectively. G31, G32, and G39 are gas-fired units, and
others denote traditional units. T is set to 9. The attack interval
remains 20 minutes. The number of segments M is set to 4.
According to [18], the convergence thresholds, ¢j, and g4y, are
set to 0.9% to balance the accuracy and computational burden.
Load levels are divided into H-M (1500 MW-1200 Sm3/h),
M-M (1200 MW-1100 Sm3/h), H-H (1600 MW-1500 Sm?/h),
and L-L (900 MW-950 Sm?/h).

FE. Influence of Defense Budgets

We continue to investigate the influence of defense budgets.
Test results are shown in Fig. 6. The rectangular coordinate
system is adopted to capture the overall declining trend. Solid
lines on the left part of the figure are the actual system
cost, while dotted lines on the right are the estimated value.
Dashed lines denote the optimal system cost under normal
state. Similar to the results in Section V-B of this section, the
system cost drops at an approximately exponential rate under
all load levels. Costs (%) are from 7.76 to 14.15 when No. of
D = 5, which is acceptable facing such a devastating hurri-
cane. This result indicates that we do not need to protect all
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Fig. 6. Influence of defense budgets under different load levels.

TABLE IX
PROTECTED COMPONENTS AND ATTACKED REGION

Protected Attacked region
components =] =2 =3 =4 =5 =6 =7 =8 =9
GW,, Lss, Losas R2 Rl R2 R3 R4 R4 R4 R4 R4
GW,,GW,,Lss R2 R3 R3 R3 R4 R4 R4 R4 R4
GW, Lsg, Losss R2 R1 R2 R3 R4 R4 R4 R4 R4
GW,;,GW,,Lss R2 R3 R3 R3 R4 R4 R4 R4 R4

Load

level
H-M
M-M
H-H
L-L

TABLE X )
COMPARISON BETWEEN DAD MODEL AND DAD" MODEL

System cost Load shed
Load  “(x106 §) (MW-h, *10° Sm®)
level 52D DAD' DAD DAD'
M-H 134 203 224.0,105.53 357.5,1.09
MM 099 159 143.0,1.17 274.2,1.00
HH 174 235 288.7,160.47 393.9, 1.78
L-L 069 129 91.7,0.99  223.0,0.86

components in the IEGS, as there is no load shedding when
No. of D > m (m < 27).

As a complement to Fig. 6, we list parts of the protected
components and attacked regions under different load levels
in Table IX. No. of D is 3. L,_ denotes the power transmis-
sion line connecting power nodes a and b (see Fig. 5). Region
1 to region 4 in Fig. 5 are denoted by R1 to R4, respec-
tively. Intuitively, gas wells are the most critical components
in the IEGS, since the attacking towards gas wells reduces the
total amount of dispatchable natural gas. However, according
to test results, hardening L,s5_¢ receives higher returns than
protecting GW»> under the proposed robust framework when
both loads reach relatively high levels (H-M and H-H).

G. Comparison With the DADT Model

In the DAD' model, the regional property of the hurri-
cane is no longer respected. For example, the impossible
scenario in Fig. 1 becomes possible. Different from the DAD*
model, the sequential property is still considered in the DAD'
model. Denote Cpap and Cp, i as the system cost of DAD
and DAD' models, respectively. The relation Cpap <Cp,pi
always holds. Experimental results are shown in Table X. No.
of D is set to 2. Compared with Cpap, Cp, i increases signif-
icantly for all load levels (1.59 times on average). Specifically,
power transmission lines 2-3 in Region 1 and 26-27 in Region
4 are attacked at + = 6 and 7, respectively, which could never
occur considering the reasonable region partition. This verifies
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Fig. 7. Computation time of DAD and DAD' models.

TABLE XI
COMPUTATION TIME (S)

Loy No. ‘])Df 0 1 2 3 4 5
HM 373 326 409 557 1728 2427
M-M 301 360 249 769 970 1036
H-H 203 224 403 673 1923 2522
L-L 326 468 368 645 807 1150

the effectiveness of the data-based uncertainty set in reducing
the conservativeness of the RO model.

In addition, the proposed DAD model also outperforms the
DAD' model in terms of computation time. Denote Tpap and
Tpap' as the computation time of DAD and DAD' models,
respectively. Theoretically, the search space of the DAD model
in the middle level is smaller than that of the DADT model,
and the search spaces of both models in the upper level keep
the same. So, Tpap < Tpap' . Comparison results are shown
in Fig. 7. No. of D is set to 2. It is clear that the size of the
search space has a huge impact on computation time.

H. Computation Time and Approximate Solution

The computation times under different load levels and No.
of D are compared and listed in Table XI. The computational
cost becomes huge when defense budgets are large, as the
number of combinations of protected components increases
sharply when No. of D rises. This increase is inevitable since
the MILP problem is NP-hard. However, the acceptable com-
putation time can still be obtained by leveraging its unique
property, e.g., the Markov property, to reduce scenarios in the
uncertainty set.

In order to further reduce the computation burden for a large
No. of D, a plausible idea is to shrink search spaces in both
upper and middle levels to obtain a high-quality approximate
solution, and this shrinking strategy is implemented in the
DAD* model. Table XII shows the test results. The load level
is H-M. The components that may be protected and/or attacked
att=9,r=8and 9, and r = 7, 8, and 9 are removed from
search spaces in turn. 42.33% time is saved with only 3.45%
error when No. of D = 1, and the set of excluded time is {9}.
The error rises gradually when No. of D increases. The error
rises sharply if too many time steps are excluded. Thus, system
planners are recommended to reduce search spaces properly
to balance the computation time and accuracy. This shrinking
strategy is intuitive and needs to be further studied.
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TABLE XII
COMPARISON BETWEEN ACCURATE AND APPROXIMATE SOLUTIONS

System cost

No.  Time (*10° $) El;ror Time (s)
ofb excluded "pap_pap " DD DADT

19} 45436  5.23 212

0 {8,9} 47942 43.601  9.05 373 73

17,8,9} 38.692  19.29 38

{9} 28.739 345 188

1 8,9} 29766 26.460 11.11 326 63

17,8,9} 22,954 22.89 37

{9} 11.690  12.59 280

2 8,9} 13374 9.930 2575 409 150

17,8,9} 4364  67.37 70

{9} 9.684 1294 329

3 (8,9} 11.123 7.857 2936 557 211

17,8, 9} 1.457  86.90 43

VI. CONCLUSION

This paper proposes a multi-period RO model to enhance
the resilience of the IEGS against SEWEs. Before the hurri-
cane, preventive measures, hardening, are taken in advance to
protect the critical components. During the unfolding process,
system re-dispatch decisions are made after each hurricane
strike to minimize the maximized system cost caused by the
hurricane. According to historical or forecast hurricane data,
the Markov property is used to construct a data-based (less
conservative) uncertainty set by excluding redundant scenar-
ios. The nested C&CG algorithm is adopted to solve the
proposed RO model. According to test results, we conclude: i)
the reflection point is helpful for system planners to balance
the investment cost and the system cost. However, incorpo-
rating the investment cost into the objective function may
prevent system planners from the most critical components
and result in myopic preventive measures; ii) the proposed
data-based uncertainty set reduces the conservativeness of
the proposed RO model. Besides, it also contributes to the
improvement in computational efficiency; iii) although the
shrinking strategy is unripe, it shows the potential to reduce
the computation time and obtain a high-quality approximate
solution. Future work includes: i) improving assumption 3) by
introducing failure probability to protected and attacked com-
ponents; ii) reducing the conservativeness of the RO model by
other data-based methods; iii) designing a shrinking strategy
to obtain a high-quality approximate solution.

REFERENCES

[1] Q. Wang, X. Chen, A. N. Jha, and H. Rogers, “Natural gas from shale
formation—The evolution, evidences and challenges of shale gas rev-
olution in United States,” Renew. Sustain. Energy Rev., vol. 30, no. 2,
pp. 1-28, Feb. 2014.

[2] Annual Energy Review, U.S. Energy Inf. Admin., Washington, DC, USA,
2019. [Online]. Available: https://www.eia.gov/totalenergy/data/annual

[3] Electricity Generation, Trade and Consumption,
Nat. Stat., London, UK., 2019. [Online]. Available:
https://www.gov.uk/government/statistics/electricity-section-5-energy-
trends

[4] C. M. Correa-Posada and P. Sénchez-Martin, “Security-constrained
optimal power and natural-gas flow,” IEEE Trans. Power Syst., vol. 29,
no. 4, pp. 1780-1787, Jul. 2014.

[5] Y. Zhang, Y. Hu, J. Ma, and Z. Bie, “A mixed-integer linear pro-
gramming approach to security-constrained co-optimization expansion

IEEE TRANSACTIONS ON SMART GRID, VOL. 11, NO. 6, NOVEMBER 2020

[6]

[7]

[8]

[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

planning of natural gas and electricity transmission systems,” [EEE
Trans. Power Syst., vol. 33, no. 6, pp. 6368-6378, Nov. 2018.

S. Chen, Z. Wei, G. Sun, W. Wei, and D. Wang, “Convex hull based
robust security region for electricity-gas integrated energy systems,”
IEEE Trans. Power Syst., vol. 34, no. 3, pp. 1740-1748, May 2019.
X. Zhang, L. Che, M. Shahidehpour, A. S. Alabdulwahab, and
A. Abusorrah, “Reliability-based optimal planning of electricity and
natural gas interconnections for multiple energy hubs,” IEEE Trans.
Smart Grid, vol. 8, no. 4, pp. 1658-1667, Jul. 2017.

C. He, L. Wu, T. Liu, and Z. Bie, “Robust co-optimization planning
of interdependent electricity and natural gas systems with a joint N-1
and probabilistic reliability criterion,” IEEE Trans. Power Syst., vol. 33,
no. 2, pp. 2140-2154, Mar. 2018.

M. Bao, Y. Ding, C. Singh, and C. Shao, “A multi-state model for relia-
bility assessment of integrated gas and power systems utilizing universal
generating function techniques,” IEEE Trans. Smart Grid, vol. 10, no. 6,
pp. 6271-6283, Nov. 2019.

Y. He, M. Shahidehpour, Z. Li, C. Guo, and B. Zhu, “Robust constrained
operation of integrated electricity-natural gas system considering dis-
tributed natural gas storage,” IEEE Trans. Sustain. Energy, vol. 9, no. 3,
pp. 1061-1071, Jul. 2018.

Economic Benefits of Increasing Electric Grid Resilience to Weather
Outages, Executive Office President. U.S.A., Washington, DC, USA,
Aug. 2013. [Online]. Available: http://energy.gov/downloads/economic-
benefits-increasing-electric-grid-resilience-weather-outages

Comparing the Impacts of Northeast Hurricanes on Energy
Infrastructure, Dept. Energy, Washington, DC, USA, 2013.
[Online]. Available: https://energy.gov/oe/downloads/comparing-
impacts-northeast-hurricanes-energy-infrastructure-april-2013

National Research Council, Enhancing the Robustness and Resilience of
Future Electrical Transmission and Distribution in the United States to
Terrorist Attack. Washington, DC, USA: Nat. Academies Press, 2012.
National Academy of Sciences U.S.A, National Research Council:
Disaster Resilience: A National Imperative. Washington, DC, USA: Nat.
Acad. Press. 2012.

B. Zhao, A. J. Conejo, and R. Sioshansi, “Coordinated expansion plan-
ning of natural gas and electric power systems,” IEEE Trans. Power
Syst., vol. 33, no. 3, pp. 3064-3075, May 2018.

C. Shao, M. Shahidehpour, X. Wang, X. Wang, and B. Wang, “Integrated
planning of electricity and natural gas transportation systems for enhanc-
ing the power grid resilience,” IEEE Trans. Power Syst., vol. 32, no. 6,
pp. 4418-4429, Nov. 2017.

L. Wu, C. He, C. Dai, and T. Liu, “Robust network hardening strategy for
enhancing resilience of integrated electricity and natural gas distribution
systems against natural disasters,” /IEEE Trans. Power Syst., vol. 33,
no. 5, pp. 5787-5798, Sep. 2018.

C. Wang et al., “Robust defense strategy for gas—electric systems
against malicious attacks,” IEEE Trans. Power Syst., vol. 32, no. 4,
pp. 2953-2965, Jul. 2017.

M. H. Amirioun, F. Aminifar, and M. Shahidehpour, ‘“Resilience-
promoting proactive scheduling against Hurricanes in multiple energy
carrier microgrids,” IEEE Trans. Power Syst., vol. 34, no. 3,
pp. 2160-2168, May 2019.

S. Lei, J. Wang, C. Chen, and Y. Hou, “Mobile emergency gener-
ator pre-positioning and real-time allocation for resilient response to
natural disasters,” IEEE Trans. Smart Grid, vol. 9, no. 3, pp. 2030-2041,
May 2018.

M. Yan, Y. He, M. Shahidehpour, X. Ai, Z. Li, and J. Wen, “Coordinated
regional-district operation of integrated energy systems for resilience
enhancement in natural disasters,” IEEE Trans. Smart Grid, vol. 10,
no. 5, pp. 4881-4892, Sep. 2019.

Y. Li, Z. Li, F. Wen, and M. Shahidehpour, “Minimax-regret robust co-
optimization for enhancing the resilience of integrated power distribution
and natural gas systems,” IEEE Trans. Sustain. Energy, vol. 11, no. 1,
pp. 61-71, Jan. 2020.

Y. Wang, C. Chen, J. Wang, and R. Baldick, “Research on resilience of
power systems under natural disasters—A review,” IEEE Trans. Power
Syst., vol. 31, no. 2, pp. 1604-1613, Mar. 2016.

J. Li, X. Y. Ma, C. C. Liu, and K. P. Schneider, “Distribution system
restoration with microgrids using spanning tree search,” IEEE Trans.
Power Syst., vol. 29, no. 6, pp. 3021-3029, Nov. 2014.

C. Chen, J. Wang, F. Qiu, and D. Zhao, “Resilient distribution system by
microgrids formation after disastrous events,” IEEE Trans. Smart Grid,
vol. 7, no. 2, pp. 958-966, Mar. 2016.

C. P. Nguyen and A. J. Flueck, “Agent based restoration with distributed
energy storage support in smart grids,” IEEE Trans. Smart Grid, vol. 3,
no. 2, pp. 1029-1038, Jun. 2012.

Authorized licensed use limited to: b-on: Universidade de Coimbra. Downloaded on April 27,2025 at 07:16:21 UTC from IEEE Xplore. Restrictions apply.



LIU et al.: DATA-BASED RESILIENCE ENHANCEMENT STRATEGIES FOR ELECTRIC-GAS SYSTEMS 5395

(271

[28]

[29]

[30]

(31]

[32]

(33]

[34]

[35]

[36]

(371

Y. Lin, B. Chen, J. Wang, and Z. Bie, “A combined repair crew dispatch
problem for resilient electric and natural gas system considering recon-
figuration and DG islanding,” IEEE Trans. Power Syst., vol. 34, no. 4,
pp. 2755-2767, Jul. 2019.

C. Wang, Y. Hou, F. Qiu, S. Lei, and K. Liu, “Resilience enhancement
with sequentially proactive operation strategies,” IEEE Trans. Power
Syst., vol. 32, no. 4, pp. 2847-2857, Jul. 2017.

W. Yuan, J. Wang, F. Qiu, C. Kang, and B. Zeng, “Robust optimization-
based resilient distribution network planning against natural disasters,”
IEEE Trans. Smart Grid, vol. 7, no. 6, pp. 2817-2826, Nov. 2016.

Z. Wang and J. Wang, “Self-healing resilient distribution systems based
on sectionalization into microgrids,” IEEE Trans. Power Syst., vol. 30,
no. 6, pp. 3139-3149, Nov. 2015.

(Apr. 2017). National Hurricane Center. [Online]. Available:
https://www.nhc.noaa.gov/verification

Hurricane Research Division. Accessed: Dec. 2018. [Online]. Available:
https://www.aoml.noaa.gov/hrd/

Hurricanes: Science and Society. Accessed: Oct. 2018. [Online].
Available: http://www.hurricanescience.org

C. M. Correa-Posada, and P.  Sanchez-Martin.  (2014).
Gas  Network  Optimization: A  Comparison  of  Piecewise
Linear  Models. [Online].  Available:  http://www.optimization-
online.org/DB_HTML/2014/10/4580.html

D. Bertsimas, E. Litvinov, X. A. Sun, J. Zhao, and T. Zheng, “Adaptive
robust optimization for the security constrained unit commitment
problem,” IEEE Trans. Power Syst., vol. 28, no. 1, pp. 52-63, Feb. 2013.
L. Zhao and B. Zeng. (2012). An Exact Algorithm for Two-Stage
Robust Optimization with Mixed Integer Recourse Problems. [Online].
Available: http://www.optimization-online.org/DB_FILE/2012/01/3310.
pdf

S. Manshadi and M. Khodayar, “Resilient operation of multiple
energy carrier microgrids,” IEEE Trans. Smart Grid, vol. 6, no. 5,
pp. 2283-2292, Sep. 2015.

Rong-Peng Liu (Graduate Student Member, IEEE)
received the B.E. degree in electrical engineering
from Shandong University, Jinan, China, in 2014,
and the ML.E. degree in electrical engineering from
Tianjin University, Tianjin, China, in 2017. He is
currently pursuing the Ph.D. degree in electrical
and electronic engineering with the University of
A Hong Kong, Hong Kong. His research interests
include the integrated electricity and natural gas
systems (IEGS), system resilience, and applications
of optimization methods in the IEGS.

Shunbo Lei (Member, IEEE) received the B.E.
degree in electrical engineering from Huazhong
University of Science and Technology, Wuhan,
China, in 2013, and the Ph.D. degree in electri-
cal engineering from the University of Hong Kong,
Hong Kong, in 2017. He was a Visiting Scholar
with Argonne National Laboratory, Lemont, IL,
USA, from 2015 to 2017. He was a Postdoctoral
Researcher with the University of Hong Kong from
2017 to 2019. He is currently a Research Fellow
with the University of Michigan, Ann Arbor, MI,

USA. His research interests include power system operation, demand
response, building energy efficiency, network resilience, convex optimization,
and machine learning.

Chaoyi Peng (Member, IEEE) received the B.E.
degree in electrical engineering from the Huazhong
University of Science and Technology in 2012,
and the Ph.D. degree in electrical engineering
from the University of Hong Kong in 2016.
He was a Postdoctoral Research Fellow with the
University of Hong Kong from 2016 to 2018. He
joined the Power Dispatch and Control Center of
China Southern Power Grid in 2018, where he is
currently a Senior Engineer. His research interests
include electricity market design and optimization,
renewables integration, and big data analytics in power system operation.

Wei Sun (Member, IEEE) received the Ph.D.
degree in electrical engineering from Iowa State
University, Ames, IA, USA, in 2011. He is cur-
rently an Associate Professor with the Department
of Electrical and Computer Engineering, University
of Central Florida, Orlando, FL, USA. His research
interests include power system restoration and self-
healing, and cyber-physical security and resilience.

Yunhe Hou (Senior Member, IEEE) received the
B.E. and Ph.D. degrees in electrical engineering
from the Huazhong University of Science and
Technology, Wuhan, China, in 1999 and 2005,
respectively. He was a Postdoctoral Research Fellow
with Tsinghua University, Beijing, China, from
2005 to 2007, and a Postdoctoral Researcher with
Iowa State University, Ames, IA, USA, and the
University College Dublin, Dublin, Ireland, from
2008 to 2009. He was also a Visiting Scientist
with the Laboratory for Information and Decision
Systems, Massachusetts Institute of Technology, Cambridge, MA, USA, in
2010. He has been a Guest Professor with the Huazhong University of Science
and Technology since 2017, and an Adviser of China Electric Power Research
Institute since 2019. He joined the faculty of the University of Hong Kong,
Hong Kong, in 2009, where he is currently an Associate Professor with
the Department of Electrical and Electronic Engineering. He is an Editor
of the IEEE TRANSACTIONS ON SMART GRID and an Associate Editor of
the Journal of Modern Power Systems and Clean Energy.

Authorized licensed use limited to: b-on: Universidade de Coimbra. Downloaded on April 27,2025 at 07:16:21 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


